At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold am iInformed conversation about online safety with their children, shoakd they
feal it 1s needed. This guide focuses en one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, kints and tips for adults.

Online Grooming 1swhen someone befriends and bulids an emotonal relationshipwith achild and
communicates with themn through the Intermet with the intent to commit a sexual offonce. This type
of victimisation can take place across any platform; from sodal media and messaging apps to online

gaming and five streamibng. Often it imohves young people being tricked, forced or pressured into
doing something theywouldnt normally do (coerdon) and oftan the groomer's goal Is to meet the
victim in a controlled setting to sexually or physically abuse them. In some cases children may be
abductad or have long-lasting psychodoglcal damage.

What parents need to know about

ONLINE
GROOMING

CHILDREN ARE MOST VULNERABLE LIVESTREAMING CONCERNS

Unsurprisingly children are often most at riskas i Fwdimmzusemwdentntarqﬁmmrﬁhm The intemet has made the ability to interact
they are easy to target and unlikely to question H using tricks, dares or bullt-in gifts to mandpulate them. with strangers online easy. Many sites and
the persan whio s engaging In conversation with Grooming often takes the form of 3 game whers apps are rellant on Individual users entering
them. Groomers will uss psychologlcl tridks and N children recelve 'lilkes' or even maney for 3 thelr owen Informaticn when s 0 L
methods totry and Isclate them from their E performing sexual acts. Sodlal media However individuals can re anyrous i
families and friends and will often choosetotarget 88 channels, such as YouTube, Facebook, o, they choase to enter Inacourat mation
more vulmerable children who may be easler to L Instagram and Snapchat, all have live 4 B and rmany online predator cases ane due to
manipulate Predators will stalk apps and websites streaming capabdiities, but them are ! ' a:mwiumagkupmmaimntﬁdvma
that are popular with young people and will use a miany apps which children can use to i - owever, often the greater threat comes from
!catteg:n’wmm tofind victims, contacting Irve stream, Incuding Ormegle, 3 . adults who 'hide In plain sight. choosing to
hundreds online to Increase thelr chances of Live.me, BIGO Live, YouNow and befriand young children without hiding thelr
SUCCESS, FIETTY Mare real identity.

FROM OPEN TO CLOSED MESSAGING EMOTIONAL ATTACHMENTS

Unfortunately most children find the Online predators may contact their victims using any number Onlime predators will use emotive
‘grooming’ process (before any dmpsmduﬂngmna}mmmnsdmm-mm language and aim to form closs,
meeting) an enjoyable one & the Y b comimiunities o ve streaming apps. Sometimes there s little trusted’ s with their victims
predator will compliment, encourage, ! nead to develop a‘friendship /rapport stage as the victim has t showering them with
Wﬂatmﬁmtngamthlrtun, b | - already shared persenal information enline and |s - imints and making them feel
o E: comimunicating openly with others. Children may also be good about the meehes. en victims
prepared to add other online users they don't know so well to weill refer to them as thelr
E:{n’nmme credibility’ through Increasing their friends list. orgirfriends’ and it can be difficult to
edatons will often selze this opportunity to slowly build a convince some young people that
relationship and then move thelr conversation the child they have been groomed, often
ﬂ’ld-l' fam"ymdﬂrﬂrﬁfemh. thee this o @ more secure and private anea, such as through direct leading to fasting psychological
canmake detectlon even harder. messaging. effects
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IT'S GOODTO TALK CHECK PRIVACY SETTINGS B MONITOR SOCIAL MEDIA &

mmmﬂ'“‘“ﬂ“ﬁ“ﬂﬂﬂyﬁurmwm thel In order to g:whjl;{urcmhiamrmﬂmeamaﬁem Itis LIVE-STREAMING USE
Internet, nor can you constanthy monitor onling Important to check privacy s=ttings or

activithes, but ucintarhmwurd:ﬂdunaregudar on the networks, devices, appﬁ.indmepmg EﬂTﬁ&ﬁmredvg\:ﬂTﬂmMBm
basls about do online Eyta&h'gnpmlvmh Disablelocation sharing If you can. fyou use indhecmm“\‘ﬁend!'mﬂ\"mﬂ\el A mnrfo?uw ﬂmmﬁmh
i nﬂtlﬂem S Ky el Sy o chieek o youkr chie &, you can monitor thelr activity. Similarhy, always chiedk on
aﬁceﬁﬂnﬂ\eium‘nfbﬂ!a\rm Is appropriate or rememhetﬂﬂhesem}dahﬁﬁheusedhymange hem If they are ive straaming and implemant

ate. Ask them whether they have any online to fiodlow your child without their knowledge. Ensure 0, mnﬂdi(b‘{m;&a M;ﬂ%mmmampmﬁb

aver . T Cou thesGpen up coersations. Pever sharec whhanyone scept those they have. plctur that s Dol ety Yo may sl mars
mmeg&bjmdmum permission to sharewith, comfartable being present each time they live stream.

STICKTO'TRUE FRIENDS' V |l Discuss HEALTHY RELATIONSHIPS J ll BE SUPPORTIVE

Make it clear to your child that they showuld not accept friend = Talk to your child about what a he relationship looks ke Shiow your child that you will support
mﬁ:alsfmr:g thm'l know and to verify frlend requests and howto detect someone who not bewhothey them and make sure they understand
mmumhum dﬂmmbe Explain that groomers will pay your child they cancome to you with any

and engagewith ‘true filends’ La. those nmmande%emmwmmsahnmmumd concems they have. They need to

pmﬂquaﬂum such as close familly and friends. Remind them Iﬁhmﬂﬂm such as hobbles and relationships. They may know they can talk to you if someone :
o never agres to privately with a stranger or someane they admire how well they play an online game or how ook dioes something they are 3 ‘
dm‘lreﬂrthmmnmdmﬂg:e ersonal Information, sudh maplwm.ﬁmnm;wﬂ[ifmtfa Isolate a child from ungomfartable with, whether that Is “
asnﬂﬂhephmemmbﬂs:ddra;es.pamdsmﬂmmenf people chose to them, such a5 parents and friends, In order to Inappropriate comments, images,

thelr schoal. make thelr relationship feel special and unique requests or sexual comments.

Meet our EIPE'I't Fir-. LOOK OUT FOR WARNING SIGNS

Jonathan Taylor s an online safety expert and former o 4

Covert Internet Imestigator for the Metropolitan ? « Secretive online behaviour. « Lack of interest in extra-curricular activities.
Palice. He Is a spedalistin online grooming and « Late niight intermet or smartphone usage. « Having new ttems, such as clothes or

explottation and has worked extensively with both « Mesting new friends in unusual places. phones, unexplalnably.

UK ared International schook in delivering training ) + Becoming clingy, develop sleepingor eating  « Seamwithdrawn, anxious, depressed or aggressive.
and guldance around the fatest onfine dangers, social i problams or even bedwetting. « Having sdder boyfriends or girfriends.

Chilid safiety experts have identified key grooming patterns and adwvise parents to look out for:

media apps and platforms.

P 1 |
www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at thelr own discretion. Mo Hability is entered Into. Current a5 of the date of release: 06.05.2020




